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Medical Device Cybersecurity Documentation Kit
(FD&C Act 524B)
Cybersecurity management plan, threat model, security risk assessment, SBOM inventory, vulnerability
management and end-of-support register for cyber-device makers.

What's inside

File What it is / how to use it

01_Med_Device_Cybersecurity_Workbook.xlsx Threat model, security risk assessment, SBOM inventory, known-vulnerability log,
postmarket vulnerability plan tracker, labeling checklist and submission checklist.

02_Cybersecurity_Management_Plan.docx Plan template.

03_CVD_Policy_Template.docx Public-facing CVD policy draft.

04_Security_Labeling_Checklist.docx Labeling items to consider.

Templates, not regulatory advice. Public law and guidance (FD&C Act section 524B, FDA premarket cybersecurity guidance Feb
2026) are summarized with sources named. AAMI and IEC documents are copyrighted; cited by number only. This kit does not
guarantee FDA acceptance or marketing authorization; use qualified regulatory support for submissions.

About the author
Built by Matt Norman, US Navy veteran and former SpaceX Falcon 9 quality inspector and QA supervisor. (Not affiliated with
or endorsed by SpaceX.) Norman Quality Tools is Veteran-Owned & Operated. Contains no SpaceX, government, or
customer proprietary information; all example data is made up.

License
One company license: use and edit at all sites of the purchasing company. Do not resell or redistribute. Works with Word/Excel 2016+, Microsoft 365,
LibreOffice; no macros. Norman Quality Tools (Veteran-Owned & Operated), 600 W Santa Ana Blvd, Ste 114-A3064, Santa Ana, CA 92701. Support:
normanqualitytools.com/support.html

Medical Device Cybersecurity Documentation Kit (FD&C Act 524B) v1, Rev A (2026-10). Independent guidance. Not affiliated with or endorsed by the U.S. FDA, AAMI, IEC, SAE
International, IAQG, ISO, or any current or former employer of the author. Standard clause numbers are for navigation only; buy standards from their publishers. Not legal
advice; does not guarantee certification or approval. Templates, not regulatory advice. © 2026 Norman Quality Tools. All rights reserved. Licensed for use within the
purchasing company; do not resell or redistribute.
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Device Doc #

Rev Date

1. Scope and cyber-device determination
[Does the device include software, connect to the internet, and have characteristics that could be vulnerable? Record your 
reasoning against 524B(c).]

2. Secure product development
[Framework you follow (e.g., your QMS design controls; IEC 81001-5-1 or AAMI TIR57 by number).]

3. Postmarket monitoring and CVD
[Sources monitored, intake channel for researchers, triage timeline, patch delivery.]

4. Roles
Role Responsibility

Product security lead [Define]

Regulatory [Define]

Engineering [Define]

Role Name Signature Date

Product security lead

Quality

Template, not regulatory advice. Standards cited by clause number only; buy them from the publisher.


