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ISO 27001 Starter for Manufacturers & Defense
Suppliers (with NIST 800-171 Crosswalk and SOC 2

Readiness)

Build an ISMS on top of your CMMC/NIST 800-171 work: scope, risk register, Statement of Applicability,
800-171 crosswalk and a SOC 2 readiness checklist.

What's inside

File What it is / how to use it

01_1S027001_S0C2_Starter_Workbook.xIsx | ISMS clause tracker, SoA, risk register, crosswalk, SOC 2 readiness and evidence

calendar.
02_ISMS_Scope_and_Policy.docx Scope statement and policy.
03_Core_Security_Policies.docx Short policy set mapped to Annex A themes.

04_ISMS_Internal_Audit_Checklist.docx Audit by clause.

Templates, not legal advice, not an audit or attestation. Public frameworks (e.g., NIST SP 800-171, CMMC/32 CFR 170, DFARS
252.204-7012, AICPA Trust Services Criteria by ID) are summarized with sources named. ISO/IEC standards are copyrighted; this kit
paraphrases and cites clause numbers only, so buy them from the publisher. Confirm requirements with your certification body,
auditor or CPA firm.

Templates, not legal advice, and not an audit or attestation. ISO/IEC 27001 is copyrighted by ISO/IEC: this kit names Annex A
controls by number and describes them in its own words, so buy the standard. SOC 2: only an independent licensed CPA firm can
perform a SOC 2 examination and issue a SOC 2 report. This kit helps you get ready. It does not produce a SOC 2 report, does not
make you 'SOC 2 compliant' or 'SOC 2 certified', and the AICPA Trust Services Criteria are referenced by ID only. The NIST SP 800-171
crosswalk is indicative (our mapping at family level); verify it for your scope.

About the author

Built by Matt Norman, US Navy veteran and former SpaceX Falcon 9 quality inspector and QA supervisor. (Not affiliated with
or endorsed by SpaceX.) Norman Quality Tools is Veteran-Owned & Operated. Contains no SpaceX, government, or
customer proprietary information; all example data is made up.

License

One company license: use and edit at all sites of the purchasing company. Do not resell or redistribute. Works with Word/Excel 2016+, Microsoft 365,
LibreOffice; no macros. Norman Quality Tools (Veteran-Owned & Operated), 600 W Santa Ana Blvd, Ste 114-A3064, Santa Ana, CA 92701. Support:
normanqualitytools.com/support.html

IS0 27001 Starter for Manufacturers & Defense Suppliers (with NIST 800-171 Crosswalk and SOC 2 Readiness) v1, Rev A(2026-10). Independent guidance. Not affiliated with or
endorsed by ISO, IEC, AICPA, the AICPA, NIST, the U.S. Department of Defense, or any current or former employer of the author. Standard clause numbers are for navigation
only; buy standards from their publishers. Not legal advice; does not guarantee certification or approval. Templates, not legal advice, not an audit or attestation. © 2026
Norman Quality Tools. All rights reserved. Licensed for use within the purchasing company; do not resell or redistribute.
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ISMS Scope & Information Security Policy
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Organization Sites

Systems in scope Exclusions and why

Information security policy

[Company] protects the confidentiality, integrity and availability of customer, defense and company information. We set
security objectives, assess and treat risks, meet legal and contract requirements (including DFARS 252.204-7012 where CUI
applies), and continually improve the ISMS.

Role Name Signature Date

Top management

ISMS manager
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Rev A (2026-10). Independent guidance. Not affiliated with or endorsed by ISO, IEC, AICPA, the AICPA, NIST, the U.S. Department of Defense, or any current or former employer of
the author. Standard clause numbers are for navigation only; buy standards from their publishers. Not legal advice; does not guarantee certification or approval. Templates, not

legal advice, not an audit or attestation. © 2026 Norman Quality Tools. All rights reserved. Page 1



